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Existing problems
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— Fraud 
Paper documents, signatures, certificates, attestations and 
diplomas can be faked. Information could be tampered with. 

— Bureaucracy costs 
Expensive and lengthy process that hurts different agents 
involved in issuing and updating documents

— Credentialing system is unfit for digital age 
Digital credentials are internationally recognizable, 
machine-readable and provable

— Digital economy requires digital infrastructure 
In order to benefit from technologies like AI, machine 
learning, big data analysis and predictive models, data has to 
be in digital and standardized form.



Tamper-proof

Immutable and accessible 

Easily extended and shareable 

Instantaneously verifiable 

Cheap issuance process 

Automated analytics 

Owned by user, no centralized registry

Digital credentials

Could be tampered with

Might get lost

Non extendable  

No proof system 

Long process of verification

Now way to collect statistics

Printed documents
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Key concepts



Identity
DID — a sequence of 
characters, which is 
worldwide unique and 
cryptographically verifiable

DID Document — a resource which is associated with a 
decentralized identifier. The DID Document usually 
phrases methods of verification and services, which are 
offered by the entity represented by the DID Document

Decentralized: Decentralized identities are worldwide redundantly distributed in storage media 
in a decentralized manner.

Immutable: A decentralized identity cannot be deleted or modified, the only way to change the 
information associated with it (within the DID Document) is to register an updated variant of the 
DID Document which becomes valid by a signature from an (group of) authorized agent(s). The 
complete history of the DID Document is permanent.

Open: Anybody with access to a computer and to the internet can create a decentralized identity.

Censorship-resistant: Nobody, expect the owner or an (group of) agent(s) which were 
authorized by the owner, can change the DID Document associated with the DID of the owner.



Credentials



Self-sovereign Identity

Ability for people to 
create, manage and control 
their own credentials just like they 
do with their physical ones, but with 
added cryptographic 
superpowers 

...Because paper doesn’t work online



Architecture



Verifiable Credential

Issuer

Holder

Credential Subject
- Data
- Evidence
- Disputes
- Zero-knowledge presentation
- Etc.

Proof

VC Structure VC Lifecycle



Decentralized Stack

Distributed Ledger 
(Blockchain)

Decentralized Identifiers 
(DID)

Decentralized Key 
Management (DKSM / dPKI)

Verifiable Credentials (VC)



did:sov:3k9dg356wdcj5gf2k9bw8kfg7a

047d599d4521480d9e1919481b024f29d2693f272d19473dbef97
1d7d529f6e9

Private
Key

Public 
Key

cc2cd0ffde594d278c2d9b432f4748506a7f9f25141e485eb84bc1
88382019b6
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You will not have just one DID.
You will have thousands.

One per relationship.

SSIMeetup.org
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Each one will give you a 
lifetime encrypted private channel 
with another person, organization, 

or thing

SSIMeetup.org



15

So how will you manage all those 
DIDs and private keys?

And what will you do
if you lose them?

SSIMeetup.org



DID Layer

The decentralized identity stack

Identity Owners

Cloud Layer

Edge Layer

SSIMeetup.org



Multisig  •  Seed backup  •  Social recovery 
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Key recovery



jobs@credentia.me

We are hiring!
● Fullstack Software Engineer (JavaScript)

● Team Lead

● Project Manager

● Senior Software Engineer (Blockchain)

● Technical Lead 



Real World
Examples
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Credentia is a tool to create, issue, and verify digital 
verifiable documents

The future of credentialing is digital. 

We want to enable all of the world documents to be 
digital, easily verifiable, programmable and 
available to users for a lifetime with just one tap.

Credentia is a blockchain-agnostic tool that allows to 
easily deploy digital document creation and 
verification process using public key infrastructure.

Design and batch issue digital documents • Store and use lifelong credentials • Programmable and cryptographically 
secured • Immutable and blockchain-enabled
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How it works?

Documents continue being provable and available forever

1. Document template is 
created 

2. Documents are issued 
to the holders, enriched 
with files and metadata, 
updated when necessary

3. Digital documents are issued. 
Cryptographic proof is recorded 
onto blockchain. 

4. With owner’s permission 
anyone can verify document 
validity and trace its origin. 



Digitally signed  •  Stored on the blockchain  •  Tamper-proof  •  Cost efficient  •  Lifelong student portfolio 
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Digital diplomas



Marketing awareness and HR-branding tool  •  Easily demonstrate skills & competencies  •  Authenticity proof  •  Skill 
portfolio
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Digital badges



Optimization of creation and verification of digital documents • Fraud reduction
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Certificates and licenses

● Worker safety 
● Construction
● Pharmacy

● Product certification
● Declaration
● Licensing



Технологический университет Делфта (Нидерланды)  •  Гарвардский университет (США)  •  Институт Хассо 

Платтнера (Потсдамский университет, Германия)  • Сингапурский университет менеджмента, SMU (Сингапур)  

•  Массачусетский технологический институт (США)  •  Tecnológico de Monterrey (Мексика)  •  Университет 

Торонто (Канада)
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Toronto 
University

Harvard University

MIT

Delft TU

SMU

Open global standard
Gartner: 2% of higher education institution issue blockchain-based 
credentials 

The British University (UAE)· University of Nicosia  · University of California, Irvine · Tecnológico de Monterrey, 
Мексика · Singapore University of Technology and Design  · Singapore Polytechnic

https://www.gartner.com/smarterwithgartner/cio-agenda-2019-exploit-transformational-technologies/?fbclid=IwAR2R67BoWer35Sv-wDqbhhrxUs9MZ83i2ReeAS-a0nWKOod-jfslrQ5Yezg
https://www.unipage.net/ru/singapore_polytechnic


Public Key Cryptography (1973)

Why now?
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Public Blockchains (Jan 3, 2009) W3C’s Verifiable Credentials (Q4 2019)

1. Global digital documents standards are ready. W3C will release Verifiable Credentials 
standard within next 2 months.

2. Public blockchains are immutable databases currently securing $100’s of billions in value.

3. Paper documents and proprietary digital standards are painful to use and seem inappropriate 
in digital age. (When did you verify PDF or paper signature authenticity last time?)

https://w3c.github.io/vc-data-model/
https://w3c.github.io/vc-data-model/
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